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KnioueBble 0cO6eHHOCTU

Bbicokas cKopocCTb nepepayu
BaHHbIX

MopTbl KOMMyTaTopa oObecrneYynBaloT
BbICOKYIO CKOPOCTb Mepefayn OaHHbIX 0
10 réut/c.

DYHKUUM YpOBHA 2+

Mopnepxka KOMMYTaTOpOM
MapLpyTm3aumn mexay VLAN nossonser
CHU3WUTb HArpysky Ha MCrosib3yemble B
JIOKaJIbHOM CETU MapLUPYTU3aTOPbI.

XapaKTepuctmkm

NHTepdeiicnbl

e 8 noptoB 10GBase-T

e 2 nopTta 10GBase-X SFP+

e KOHCONbHbIV NOPT € pasbemom RJ-45

®dDyHKUMKM 6e3onacHocTH
e Cnncku ynpaeneHus goctynom (ACL)
¢ |IP-MAC-Port Binding

e YnpaBneHue [ocTyrnom Ha ocHoee Web-

nHtepderica/MAC-agpecos
e Port Security
e TMpepoTBpalleHne atak ARP Spoofing

Ypo6Hoe ynpaBneHue
e NHTepdeic komaHaHom ctpoku (CLI)

PacwmpeHHbIn Ha6op PpyHKLMI
e Auto Surveillance VLAN

e Auto Voice VLAN

e Loopback Detection
[marHoctuka kabens
CTaTuyeckas MapLpyT1saums

e LLDP/LLDP-MED

TAK-121-8/2-M
HacTtpanBaembin L2+ kommyTaTop ¢
8 noptamun 10GBase-T u

2 noptamu 10GBase-X SFP+

HacTpauBaembii  kKommyTaTtop TOK-121-8/2-M, oCHaleHHbIN
8 noptamm 10GBaseT n 2 noptammn 10GBase-X SFP+, ocywectenaeT
KOMMyTaumto Tpadurka Ha ckopocTu go 10 FeuTt/c n npenHasHayeH
AN MUCNONb30BaHMA B CETAX MNPeanpusTMi Manoro U CcpenHero
Ou3Heca. 3a C4YeT BbICOKOM MPOM3BOAUTENBHOCTU  [AaHHbIN
KOMMYTaTOpP MO3BOMISET UCMOMb30BaTh Takne ycyru, Kak obnayHble
CepBUChl, BUPTYyanuM3aLms, a TakKe NpUIoXeHus server-to-server.
TOK-121-8/2-M aBnseTcd 3KOHOMWYECKU BbIFOAHbIM pPeLleHneM
Ans opraHumsauum ceten 10 Gigabit Ethernet.

DYHKLUM YPOBHA 2

TOK-121-8/2-M noppepxvBaeT MNonHbii Habop GyHKLMIA ypoBHS 2, BKtoYas Port
Mirroring, Spanning Tree Protocol (STP) u Link Aggregation Control Protocol (LACP).
MMoMMMO 3TOro, KOMMYTaTop MOAAEPXMBAET GYHKUMM [OMArHOCTUKM Kabens w
Loopback Detection, 4To no3BonsieT aAMMHUCTPATOPaM ObICTPO U Nerko HaxoAuTb U
yCTpaHATb npobnembl B cetn. ®OyHKumMs Loopback Detection ucnonbsyetcs gns
onpeneneHus netefb W aBTOMATMYECKOrO OTKJIOYEHUS TMOpTa, Ha KOTOPOM
obHapyxeHa netns. @DyHKUMS [OMArHOCTUKWM  Kabens npefHasHadyeHa Ans
onpepeneH1s TMna HeMcNpPaBHOCTU Kabens.

Auto Surveillance VLAN v ynpaBneHue nonocou nponycKkaHus
KommyTaTop TAK-121-8/2-M noppepxusaeT Auto Surveillance VLAN (ASV) n Auto
Voice VLAN v siBnsieTca ngeanbHbIM pelleHnemM Ans pa3BepTbiBaHus cuctem VolP n
BuAeoHabnoaeHus. Auto Surveillance VLAN — 3To TexHonorus, KkoTopas
obecneunBaeT BUAeOHaONIOAEHWE M Nepeaady AaHHbIX Yepe3 OAMH KOMMyTaTop,
CoKpalwas, TakMm 0Opa3om, pacxoppl, CBfi3aHHble C  npuobpeTeHVem
pononHutenbHoro obopypoBaHus. ASV  Takxe rapaHTUpyeT KayeCTBEHHbIN
NPOCMOTP BMAEO B PEXUME peanbHOro BpemeHu W ynpasreHne 6e3 yuwepba ans
nepefayn oObIYHbIX [AHHbIX ceTU. ODYHKLMS aBTOMATMYECKOro OnpeaeneHus
nopkntoyeHHoro obopyposaHmns VolP nossonsieT nomeLaTb «rosoCcoBOn» Tpapuk B
BbigeneHHyto VLAN. bnarogaps mMakcMmanbHOMYy MPUOPUTETY M MHAMBUAYANbHbIM
VLAN, paHHas ¢yHKUMA obecneyrBaeT KayeCTBEHHYIO M 3allMLLEHHYIO nepefavy
VolP-Tpaduka. DSCP mapkupyeT Ethernet-nakeTbl, HazHayas CceTeBOMYy Tpapuky
pa3Hble ypoBHM 00CnyxMBaHUS. B pe3ynbraTe, ronocoBon 1 BuaeoTpadpuk nonyvaet
6onee BbICOKMI NPUOPMUTET MO CPABHEHMIO C OCTaNlbHbIMK TUNaMun Tpadurka. Kpome
TOro, GyHKUMA  yNpaBfeHUs MOMOCOM  MPOMyCKaHWsA  MO3BOMSET  CETEBbIM
aAMVMHUCTPaToOpaM 3ape3epBMPOBaTb MOJIOCY MPOMYCKaHWUA ANS  Pa3INYHbIX
NPUNOXEHU, TPEOYIOLMX BbICOKOW MPOMYCKHOW CMNOCOOHOCTH, Unn obecneynTts Um
MaKCMManbHbIV MpUopuTeT.



0 TOK-121-8/2-M
® T-KOM HacTtpauBaembiit L2+ kKommyTaTop ¢ 8 noptamu

POCATOM 10GBase-T u 2 noptamu 10GBase-X SFP+

CeTeBas 6e30MacHOCTb

AyTeHTUdMKauMa Ha ocHoBe nopTa 802.1X Mo3BonsieT MCNoNb30BaTb BHewWwHMn cepBep RADIUS ana aBTopusaumm nonb3oBaTtenei. Nomumo
3T0ro, GyHKUMA CnNUCKoB YynpasneHus poctynom (ACL) yBenuumaeT 6e30MacHOCTb CeTU, OTGUNLTPOBbIBasS TPapuK, WUCXOAAWMN OT
HecaHKUMoHMpoBaHHbIX MAC/IP-agpecoB. KommyTtaTopbl TOK-121-8/2-M Takxe MNoOAAepXUBaAlOT GYHKUMIO MNpeaoTBpalieHns atak ARP
Spoofing, 3aLWmLatoLLyto ceTb OT aTaK, KOTOPble MOFYT MPUBECTU K U3MEHEHMIO TPadhuKa UK ero 3afePXKKe 13-33 OTMPABKM 3/10YMbILLNEHHUKOM
NOXHbIX ARP-coobueHnin. C uenbto npefoTepalieHua atak ARP Spoofing kommyTaTop ucronib3yeT ClWMCKW yrpaBreHWs LOCTYNom Ans
6NOKMPOBKMN MAKETOB, CofepXalimx NoXHble ARP-coobleHuns. [1na nosbilleHWUs ypoBHS GesonacHocTu ucnonb3yetcs ¢yHkums DHCP Server
Screening, 3anpeLyatoLas 4ocTyn HeaBTopnsosaHHbIM DHCP-cepeepam.

TeXHMHECKMeXapaKTepMCTMKM
AnnapaTtHoe obecneyeHune

Mpoueccop . BCM56041 (1 M)
OnepaTtuBHas NamaTb * 256 Mb
Flash-namsaTb : 64 Mb

NHTepdenco : 8 noptoB 10GBase-T

: 2 nopTa 10GBase-X SFP+
KoHconbHbIM nopT ¢ pazbemom RJ-45

MHankaTopbl ° Power
: Fan Error
. Console
. Link/Activity/Speed (Ha nopT 10GBase-T 1 10GBase-X SFP+)
KHonkn : KHonka Reset
CeTeBble Kabenu gns . Kat. 6 (Makc. 30 m)
10GBase-T . Kat. 6A nnm kaT. 7 (makc. 100 m)
Pazbem nuTaHus . Pasbem 415 NoAKNtoYeHUs NUTaHNA (MepemeHHbIN TOK)

OyHKLUMOHanN
CTaHZapThbl U GYHKLMM * IEEE 802.3 10Base-T

. IEEE 802.3u 100Base-TX

. IEEE 802.3ab 1000Base-T

: IEEE 802.3an 10GBase-T

: IEEE802.3z 1000Base-X

. IEEE 802.3ae 10GBase-X

. IEEE 802.3az Energy Efficient Ethernet

* ABTOMaTM4Yeckoe onpegeneHne MDI/MDIX gns 1000/10GBase-T

Flpo M3BOANTEJIbHOCTb

KommyTaumoHHaa matpumua ° 200 reut/c

MeTon kKommyTaLmm . Store-and-forward
Makc. ckopocTb * 148,8 Mpps
nepeHanpasneHus

64-0aNTHbIX NaKeToB

Pa3smep Tabnmubl MAC- * 16K 3anucen
agpecos

Bydep naketos . 2 Mb

Jumbo-dpenm . 9KBb
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MporpammHoe obecneyeH

DOYHKLMM YPOBHS 2

Tabnuua MAC-agpecos: go 16K 3anucei

Cratnyeckne MAC-agpeca

: 1K 3anucen

IGMP Snooping

*  IGMPv1/v2 Snooping

: IGMP v3 awareness

: Moppepxka fo 384 IGMP-rpynn

: Moppepxka fo 128 ctaTnyeckmx
MHOFOaApPeCHbIX Fpymn

: IGMP Snooping Ha VLAN

: IGMP Snooping Fast Leave Ha ocHoBe y3na

MLD Snooping

*  MLDv1/v2 Snooping

* Moppepxka go 384 MLD-rpynn

Spanning Tree Protoco

* 802.1DSTP

*  802.1wRSTP

* 802.1s MSTP

° Root Guard (Restriction)

YnpaBneHue noTokom

* 802.3x

* MpepoTepalyeHne 6nokmposok HOL

3epKannpoBaHue NopToB

° One-to-One

* Many-to-One

: MoanepxKa 3epKannMpoBaHus 4is BXoasLero/
ncxodswero/Tpacduka B 060Mx HanpaBneHUsx

Link Aggregation

° Moppepxka fo 128 ctaTuyeckmx agpecos * 802.1AX
MHOr0aApPEeCHOM PACChINKN *  802.3ad
: MLD Snooping Fast Leave Ha ocHoBe y3na N Makc. 8 rpynn Ha ycTpoicTBo/8 NopToB Ha
* LLDP rpynny
: LLDP-MED Loopback Detection
ERPS (Ethernet Ring Protection Switching)
VLAN : 802.1Q Auto Surveillance VLAN
*  VLAN Ha ocHOBe nopToB GVRP!
° Ipynnbl VLAN: 4K Asymmetric VLAN
* Voice VLAN
KayecTBO 06CNyXMBaHMA * CoS Ha ocHoBe: 802.1p

(QoS)

*  Ouepepeli npuoputeTos 802.1p
: DSCP

* ToS

: Knacca IPv6-Tpaduka

. Homepa TCP/UDP-nopTa
* VLANID

* MAC-agpeca

: Ether Type

* IP-agpeca

Tuna npoTtokona

MeTkun notoka IPv6

8 ouepepelt Ha NopT

MexaHn3mbl 06paboTkm ovepenen

* Strict

* Weighted Round Robin (WRR)

* Deficit Round Robin (DRR)

. Weighted Deficit Round Robin (WDRR)

* Strict + WDRR

YnpaBneHne Nonocov NponyckaHus

: Ha ocHoBe nopTa (Bxogsuiee/ncxogsaiiee, c
MWH. Wwarom 64 Kéut/c)

*  iSCSI Awareness'

DyYHKLMM YPOBHS 3

IP-nHTepdenic

. Mopaepxka 8 uHTepdericos IPv4/v6
ARP

: 768 cTaTnyeckux 3anmcen ARP
MapLwpyT no ymonyaHuio

IPv6 Neighbor Discovery (ND)
CTaTnyeckas mapLpyTm3aums
¢ Makc. 64 3anmcu cTaTnyeckmx mappyTos IPv4
¢ Makc. 64 3anucu cTaTnyeckmx mapwpyTos IPv6

Cnucky ynpasneHns
poctyrnom (ACL)

Makc. konnyecTto cnmnckos gocrtyna: 50
Makc. konuyecTso npasun ACL: 256
Makc. konmuectso ACL Ha VLAN': 50
ACL Ha ocHosBe:
*  Ouepepeli npnoputeTos 802.1p
*  VLAN'

MAC-agpeca
: Ether Type
: IP-apgpeca
. DSCP

Tuna npoTtokona
*  Homepa TCP/UDP-nopTa
: Knacca IPv6-Tpaduka

MeTkn notoka IPv6
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be3onacHocTb ° 3awmTa oT WKnpokKoBeLLaTenbHoro/ SSH'
MHOroafpecHoro/o4HOaAPECHOro WTopMa *  Mopmepxkavl/v2
° DHCP Server Screening * Mogpepxka IPv4/IPvo
. IP-MAC-Port Binding (IMPB): SSL
*  DHCP Snooping'’ *  MNopgnepxkavil/v2/v3
* IP Source Guard' * Mogpepxka IPv4/IPvo
: Dynamic ARP Inspection’ MpenoTBpalyeHne atak ARP Spoofing
: IPv6 Snooping’ * Makc. konnyectso 3anucen: 127
: IPv6 Source Guard' MpepoTBpaleHme atak DoS
*  DHCPv6 Guard’ Port Security
: IPv6 ND inspection’ ° MNMoppepxka no 6656 MAC-agpecoB Ha nopT
*  IPv6 Route Advertisement (RA) Guard' O6HapyxeHne npobnem, CBA3aHHbIX C COBNAaAeHMEM
*  CermeHTauus Tpaduka ceTeBbIX afpecoB
OAM * OuarHocTuka kabens
AAA * YnpasneHwve poctyrnom Ha ocHose Web (WAC)' RADIUS-cepBep ¢ noamepxkor npotokona Pv4/IPv6
. Mopaaepxka nokanbHow 6a3bi/RADIUS- Mopaepxka TACACS+ IPv4/IPv6’
cepsepa Guest VLAN
*  YnpaBneHue JOCTYNOM Ha OCHOBE NMOpTOB Compound Authentication'
*  YnpaBneHuve OCTYNOM Ha OCHOBE Y3108 AyTeHTUdMKaLMS NS 4OCTYNA K yNPaBieHUIo
: OuHamnyeckoe HasHavyeHne VLAN Authentication Database Failover’
: HasHayeHune nonutukm Identity-driven YnpasneHue goctyrnom Ha ocHoBe MAC-agpecos
(VLAN/ACL/QoS) (MACQ)!
* AyTeHTuduMKaumus 802.1X * Mopaepxka nokanbHon 6a3bl/RADIUS-cepBepa
: OnHamnyeckoe HasHayveHne VLAN * YnpaBneHune fOCTYNOM Ha OCHOBE NOPTOB
: HasHayeHune nonutuku Identity-driven : YnpaBsrieHne JOCTyNOM Ha OCHOBeE y3/10B
(VLAN/ACL/QoS) * OunHammnyeckoe Ha3HavyeHue VLAN
* Mopaaepka nokanbHow 6asbi/RADIUS- * HazHayeHune nonutukm Identity-driven
cepBepa (VLAN/ACL/QoS)
*  YnpaBneHue JOCTYNOM Ha OCHOBE NMOpTOB
*  YnpaBneHue OCTYNOM Ha OCHOBE Y3708
* Moppepsxka EAP, TLS, TTLS, PEAP
YnpasneHue * Web-unHTepoderic CUCTeMHbIV XXypHan
* NHTepdenc komaHaHow ctpoku (CLI) BootP/DHCP-knueHT
: Telnet-cepBep SNTP
° TFTP-knueHT ICMP v6
. Hactpaunsaembiit uHTepderic MDI/MDIX IPv4/v6 Dual Stack
* SNMP ABTOMaTMYeckas HacTpoika DHCP!
. Mopaepxka vl/v2c/v3 RMON v1/v2'
: SNMP Trap Trusted Host
° MacTep yctaHoBkM Smart Wizard Moppepixka Heckonbkmx Bepcuii MO
: LLDP Mopnepkka HeCKONbKMX BEPCUN KOHbUTypaLmm
. LLDP-MED DNS-knveHT'
° DHCP Relay’ KomaHpapl oTnagkun
CraHpapTbl MIB/RFC : RFC 783 TFTP RFC 2139 RADIUS Authentication’
. RFC 951 BootP/DHCP Client RFC 2233 Interface Group MIB
° RFC 1157 SNMP v1,v2,v3 RFC 2246 SSL
° RFC 1213 MIB I RFC 2475
° RFC 1215 MIB Traps Convention RFC 2570 SNMP v1,v2,v3
: RFC 1350 TFTP RFC 2575 SNMP v1,v2,v3
° RFC 1493 Bridge MIB RFC 2598 CoS
: RFC 1542 Bootp/DHCP Client RFC 2819 RMONv1
: RFC 1769 SNTP RFC 3164 System Log
* RFC 1901 SNMP v1, v2,v3 RFC 3195 System Log
° RFC 1907 SNMP v2 MIB RFC 3411~17 SNMP
: RFC 1908 SNMP v1,v2,v3 LLDP MIB
. RFC 2131 Bootp/DHCP Client Zone Defense MIB
* RFC 2138 RADIUS Authentication’ 2233 Interface Group MIB
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dusnyeckune NnapamMeTpbl
Pa3smepsl ([ x LW x B) * 440 x 210 x 44 mm

Bec ° 3,1 kr

Ycnosusa aKCnnayaTaumun
MntaHue ° OT 100 o 240 B nepemeHHoro Toka, 50/60 Iy,

MoTpebnsemas MOLWHOCTb ° B pexume oxunpanusa: 31,59 Bt
° MakcumanbHas noTpebnsemas MoLHoCTb: 68,67 BT

TennoBbigeneHune ° 68 BT
MTBF (4acbl) . 284314
YpoBeHb Wwyma ° Mpw HM3KOW CKOpPOCTU BEHTUNSTOPA: 44,6 Ab

° Mpw BbICOKOW CKOpOCTU BeHTUNATOpa: 52,7 ab

Cuctema BeHTUNSALMMK * 2 BeHTUNATOpa Smart

Temnepatypa ° Paboyas: ot -5 go 50 °C
° XpaHeHnus: oT -40 no 70 °C

BnaxHocTb ° Mpw akcnnyaTtaumm: ot 0% o 95% 6e3 koHaeHcaTa
* Mpw xpaHeHun: ot 0% fo 95% 6e3 KoHAeHcaTa

KomnnekT nocTaBku

* KommyTatop TOK-121-8/2-M

: Kabenb nutaHus

* durkcaTop Ana Kabens NUTaHus

KoHconbHbI kabenb ¢ pazbemom RJ-45

4 pe3nHOoBbIe HOXKM

* 2 KpeneXHbIX KPOHLUTEeNHA ANs YCTaHOBKWN B 19-[101MMOBYIO CTONKY
: KomnnekT Ana MoHTaxa

KpaTkoe pyKoBOACTBO MO yCTaHOBKE

NHbopmauus ons 3akasa
Moodesnb OnucaHue
TAK-121-8/2-M HactpaunBaemsliin L2+ kommyTaTop ¢ 8 noptamu 10GBase-T un 2 noptamum 10GBase-X SFP+
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HacTtpauBaembiit L2+ kKommyTaTop ¢ 8 noptamu
10GBase-T u 2 noptamu 10GBase-X SFP+

CoBmecTumoe obopynoBaHue

OM-712 SFP-TpaHcuBep ¢ 1 noptom 1000Base-T (go 100 m)

OM-310 SFP-TpaHcuBep ¢ 1 noptom 1000Base-LX ans ogHomogoBoro ontuyeckoro kabens (4o 10 km)
OM-311 SFP-TpaHcueep ¢ 1 noptom 1000Base-SX Ans MHOroMoZLOBOro onTuyeckoro kabens (go 550 m)
OM-312 SFP-TpaHcuBep ¢ 1 noptom 1000Base-SX+ A4 MHOrOMOZOBOro ONTUYECKOro Kabens (go 2 Km)
OM-314 SFP-TpaHcuBep ¢ 1 noptom 1000Base-LHX gns ogHomopoBoro ontuyeckoro kabens (4o 50 km)
OM-315 SFP-TpaHcuBep ¢ 1 noptom 1000Base-ZX onsi o4HOMOLOBOrO onTUYeckoro kabens (go 80 km)

OM-330npa/10 km

WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) A4/19 OLHOMOAOBOIO OMNTUYECKOro Kabens
(mo 10 km)

OM-330npm/10km

WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) o1 04HOMOZOBOIO ONTUYECKOro Kabens
(mo 10 km)

OM-331npa/20km

WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) A4/19 OLHOMOAOBOIO OMNTUYECKOro Kabens
(o 20 km)

OM-331npm/20Kkm

WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) A1 04HOMOZOBOIO ONTUYECKOro Kabens
(mo 20 km)

OM-331npa/40km

WDM SFP-TpaHcueep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) A1 O4HOMOLOBOIrO ONTUYECKOro Kabens
(no 40 km)

OM-331npm/40km

WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) AN 0O4HOMOAOBOIO ONTUYECKOro Kabens
(mo 40 km)

OM-431-10 TpaHcueep SFP+ ¢ 1 noptom 10GBase-SR ans MHOroMo0BOro onTuyeckoro kabens (go 300 m)
OM-432-10 TpaHcuBep SFP+ c 1 noptom 10GBase-LR ana ogHomopoBoro ontuyeckoro kabens (4o 10 km)
OM-433-10 TpaHcueep SFP+ c 1 noptom 10GBase-ER ans ogHomooBOro ontnyeckoro kabens (go 40 km)
OM-434-10 TpaHcuBep SFP+ c 1 noptom 10GBase-ZR ans o4HOMOZLOBOIo onTuyeckoro kabens (8o 80 km)

OM-436-10npa/40km

WDM TpaHcueep SFP+c 1 noptom 10GBase-LR (Tx:1330 Hm, Rx:1270 HM) A1 OLHOMOAOBOIO OMNTUYECKOro Kabens
(mo 40 km)

OM-436-10npm/40km

WDM TpaHcueep SFP+ ¢ 1 noptom 10GBase-LR (Tx:1270 Hm, Rx:1330 HM) Ans 04AHOMOL0BOMO ONTUYECKOro Kabens
(0o 40 km)

OM-K100 MaccvBHbIV kabenb 10GBase-X SFP+ annMHon 1 M afis IPSIMOro NMoAKoYeHNs
OM-K300 MaccmBHbIn kKabenb 10GBase-X SFP+ anvHom 3 m Ans NpsMoro nNoaKItoyYeHus
OM-K700 MaccuBHbIV kabenb 10GBase-X SFP+ AnuHow 7 M AN NPSIMOTO NMOAKMOYEHUS

locmynHo B 6ydywux Bepcusix NPO2paMmMHO20 obecneyeHus.

O6HosneHo 28.12.2022

Xapakmepucmuku mo2ym 6bimb U3MeHeHbl 6e3 yBeOoM/IeHUs.




